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ABSTRACT

The availability of vast amounts of data is changing how we
can make medical discoveries, predict global market trends,
save energy, and develop new educational strategies. In cer-
tain settings such as Genome Wide Association Studies or
deep learning, the sheer size of data (patient files or labeled
examples) seems critical to making discoveries. When data
is held distributedly by many parties, as often is the case,
they must share it to reap its full benefits.

One obstacle to this revolution is the lack of willingness of
different entities to share their data, due to reasons such as
possible loss of privacy or competitive edge. Whereas cryp-
tographic works address the privacy aspects, they shed no
light on individual parties’ losses and gains that may influ-
ence their decision to collaborate. This is the question we
model and study in this paper. The order in which collabo-
rators receive the outputs of a collaboration will be a crucial
aspect. Our contributions are:

e We formalize a model of n-party collaboration for com-
puting functions over private inputs, in which the par-
ticipants receives their outputs in order (i.e. player
1 teceives his output in position m (i), where 7 is a
permutation over n elements) and where each output
“improves” on all previous outputs. Both 7 and the
outputs received depend on all players’ input data.
The model includes a reward function that captures
the utility of collaboration for player ¢ depending on
his input, his output, other players’ outputs, and 7 (7).

e We design mechanisms to compute a distribution of
outputs and an ordering of output delivery, based on
the n participants’ private inputs. We say that a col-
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laboration outcome is a collaborative equilibrium if it
guarantees a higher reward for all participants when
joining a collaboration compared to not joining it. We
show that while in general computing a collaborative
equilibrium is NP-complete, we can design polynomial-
time algorithms for computing it for a range of natural
model settings.

We show how to extend the theory of multi-party com-
putation (MPC) to impose an ordering on the deliv-
ery of outputs to different players. This extension,
named ordered MPC, can be used to implement our
mechanisms without a centralized trusted party and
in the presence of a subset of colluding players who
may deviate from the protocol in an arbitrary fashion,
under cryptographic assumptions. Since the delivery
schedule depends on players private inputs, it may leak
information. Hence, we enhance the MPC privacy re-
quirement to require each player to learn nothing more
than his output and his own position in the output
ordering. We also adapt the notions of guaranteed
output delivery and fairness to require instead ordered
output delivery and prefiz-fairness.

We introduce timed-delay MPC, where explicit time
delays are introduced into the output delivery sched-
ule. We use the classical time-lock primitive, to obtain
protocols for timed-delay MPCs. Finally, we intro-
duce a new concept called time-line puzzles, which are
a natural extension of classical time-lock puzzles, in
which multiple data items can be locked so that their
eventual openings can be “serialized” in time.


http://eprint.iacr.org/2015/178
http://eprint.iacr.org/2015/178

1. INTRODUCTION

The availability of vast amounts of data is changing how

we can make medical discoveries, predict global market trends,

save energy, improve our infrastructures, and develop new
educational strategies. Indeed, it is is becoming clearer that
sample size may be the most important factor in making sur-
prising new discoveries in a number of areas such as genome-
wide association studiesﬂ (GWAS) and machine learning
(ML), as witnessed by the striking success of GWAS studies
with large samples for schizophreniﬂ [BP12;|PGC14; [Forl1]
and the success of deep learning in ML.

When large data is required, often parts of the data are
held by different entities. Such entities need to share their
data, or at least engage in a collaborative computation where
each entity manages its own private data, in order for soci-
ety to reap the benefit of large sample sizes. Referring back
to the GWAS example, success was explicitly attributed to
such collaboration: “The schizophrenia study was made pos-
sible due to unusually large scale collaborations among many
institutes... This level of cooperation between institutions is
absolutely essential... If we are to continue elucidating the bi-
ology of psychiatric disease through genomic research, we must
continue to work together.” [Ins14]

Unfortunately, the above example is the exception rather
than the rule. A major obstacle to the big-data revolution
is the lack of willingness of different entities to share data
in collaborations with each other: so-called “data hoarding”.
One obstacle is privacy concerns, where parties refuse to
collaborate, in order to protect the privacy of their data.
Privacy, however, is not the only obstacle.

An equally important obstacle is competition between en-
tities holding data. When access to data carries tangible
rewards, say, if the entities are companies competing for a
share of the same market or research laboratories compet-
ing for scientific credit, it is unclear whether an individual
collaborator is better off, even if it is clear that better over-
all conclusions can be drawn from collaboration. Stated in
more game-theoretic terms, the entities face the following
dilemma: whereas the overall societal benefit of collabora-
tion is clear, the utility for an individual collaborator may
be negative, so why collaborate? Addressing this question
is the topic of this paper.

In this paper, we present a formal model for collaboration
in which this question can be analyzed, as well as design
mechanisms to enable collaboration where all collaborators
are provably “better off”, when possible. The order in which
collaborators receive the outputs of a collaboration will be
a crucial aspect of our model and mechanisms. We believe
that timing is an important and primarily unaddressed issue
in data-based collaborations. For example, in the scientific
research community, data sharing can translate to losing a
prior publication date. In financial enterprises, the timing of
investments and stock trading can translate to large financial
gains or losses.

1A genome-wide association study is an investigation of
common genetic variants in a population, in order to identify
genetic variants that are associated with a given trait.
2“Dramatic increase in patient data size enabled the discovery
of more than 100 gene loci associated with the disease up from
a handful loci seen with small sets of patients. This was made
possible due to an unusually large scale collaborations among
many institutes.”

The collaboration mechanisms we develop assume a cen-
tral trusted party; however, we will show that this assump-
tion is not necessary under standard cryptographic assump-
tions. We show in Section [B] how the mechanisms can be
implemented in a decentralized way by n distrustful parties
by using new extensions of classical secure multiparty com-
putation that give formal guarantees on the order and timing
of output delivery as well as the standard requirements of
privacy and correctness.

1.1 Summary of our contributions

1.1.1 A model of collaboration

We propose a model for collaboration which enables the
determination of whether the utility obtained by a collab-
orator outweighs the utility he may obtain without collab-
oration. The ultimate desired outcome of a collaboration
is to learn a parameter of the (unknown) joint distribution
from which the participants’ input data x1, ..., z, is drawn.
This can be expressed as y* = f(X) where X is the joint
distribution of input data and f is a known function. In our
model, the outcome of a collaboration is a pair (7, Z) where
7 is a permutation of player identities and Z= (Z1,...,2)
where each Z ;) is a distribution that corresponds to player
i’s “estimate” of y*. We think of Z(;) as the public output
of player i: for example, in the setting of scientific collabo-
ration, Z. ;) would be player i’s academic publication. Our
model setup assumes an underlying score function which as-
signs scores to the players’ outputs.

The model includes a reward function R; which charac-
terizes the gain in utility for any given party ¢ in a collabora-
tion. The reward that a party ¢ gets depends on how much
his score s(Zx(;)) improves on the previous state of the art
5(Zr()—1), and on 7(i), namely, when the party makes his
public output. Specifically, the reward function includes a
multiplicative discount factor 8* where 8 € [0,1] and ¢ is
the time of publication, meaning that the reward from a
publication is “discounted” more as time goes on.

Ri(m, 2) = B (s(Zr(1-1)) — 5(Z2(n))

To determine whether the utility of collaboration out-
weighs the utility of working on one’s own, our model uses
“outside payoff” values a; which are the score that party
i would obtain without collaborating. «; can be computed
directly from the input x; of party i.

1.1.2  Mechanisms and collaborative equilibrium

We define a notion of collaborative equilibrium in which all
parties are guaranteed a non-negative reward, and develop
mechanisms for collaboration that compute such equilibria
(when they exist). When an equilibrium exists, our mecha-
nism delivers a sequence of progressively improving approxi-
mations of y* to the collaborating parties. More specifically,
the mechanism will take as input the data of all parties,
and output a pair (, )7) where 7 is a permutation of player
identities and J = (V1,,...,Vn) specifies the outcomes to
be delivered to the players: each YV (;) is the approximation
to y* that is given to player i at time-step (i), such that
the score of the outputs is increasing with time. That is,
5(Vry) > -+ > 8(Vr(n)). We emphasize that both the or-
der 7 and the outputs ); are computed based on the inputs
of all players.



When player i receives an output V,(;) from the central
mechanism, she may combine Y with the information
that she learned from prior public outputs and her own input
x;, to generate a public output Z.(;). We first prove that
the ability of the players to learn from others’ publications,
in general, will make the problem of deciding whether there
exists an equilibrium is NP-complete (see Theorem [3)).

Next, we show that there is a polynomial-time mechanism
that can output an equilibrium whenever one exists (or out-
put NONE if one does not exist) for a variety of model settings
and parameters which we characterize (see Theorem . An
example of a setting when a polynomial-time mechanism is
possible is when

e an upper bound p; can be set on the amount of infor-
mation that any player can learn from a given player
j’s publication, and

e it is possible to efficiently compute, for any y* and
§ > 0, an “approximation” )’ such that s()') = 4.

In a nutshell, the bounds p; can be used to define a
weighted graph in which the weight of the minimum-weight
perfect matching determines the existence of a collaborative
equilibrium.

1.1.3  Cryptographic protocols to implement the mech-

anisms

We develop cryptographic protocols for implementing the
mechanisms without a centralized trusted party and in the
presence of a subset of colluding players who may deviate
from the protocol in an arbitrary fashion, under crypto-
graphic assumptions. The protocols compute the collabora-
tion outcome (7,y) via multi-party secure computation on
players’ private inputs. Since a crucial aspect of the mech-
anism’s ability to yield non-negative reward to all players
is the delivery of outputs in order, we need to extend the
classical notion of MPC to incorporate guarantees on the
order and timing of output delivery. These extensions may
be of interest independent of the application of mechanisms
for incentivizing collaborations.

We define ordered MPC' as follows. Let f be an arbi-
trary n-ary function and p be an n-ary function that out-
puts permutation [n] — [n]. An ordered MPC protocol
is executed by n parties, where each party ¢ € [n] has a
private input x; € {0,1}*, who wish to securely compute
f(x1,...,zn) = (y1,-..,yn) where y; is the output of party
i. Moreover, the parties are to receive their outputs in a
particular ordering dictated by p(z1,...,z,) = 7 where 7
is a permutation of the player identities. Since the choice
of m depends on private inputs, it may leak information:
hence, we formulate an enhanced privacy requirement for
ordered MPC that each player should learn his output and
his own position in the output ordering, and nothing more
(see Definition [9).

We show a simple transformation from classical MPC pro-
tocols for general functionalities f to ordered MPC proto-
cols for general functionalities f and permutation functions
p that achieve enhanced privacy, even when a minority of
the n players may be colluding to sabotage the protocol (see
Theorem . The assumptions necessary are the same as
for the classical MPC constructions (e.g. [GMWS87]). When
the colluding players are in majority, it is well known that
output delivery to all honest parties cannot be guaranteed
[Cle86].

Next, we define timed-delay MPC, where explicit time de-
lays are introduced into the output delivery schedule. Time
delays between the outputs may be crucial to enable parties
to reap the benefits of their position in the order. We give
two constructions of timed-delay MPC in the honest major-
ity settinﬂ First, we give a conceptually simple protocol
which runs “dummy rounds” of communication in between
issuing outputs to different players, in order to measure
time-delays. The simple protocol has the flaw that all (hon-
est) players must continue to interact until the last party re-
ceives his output (that is, they must stay online until all the
time-delays have elapsed). To address this issue, we present
a second protocol assuming the existence of time-lock puz-
zles |RSWY6| in addition to the classical MPC |[GMW37|
assumptions (see Theorem . Informally, a time-lock puz-
zle is a primitive which allows “locking” of data, such that
it will be released after a pre-specified time delay, and no
earlier. Our second timed-delay MPC protocol, instead of
issuing outputs to players in the clear, gives to each party
his output locked into a time-lock puzzle; and in order to en-
force the desired ordering, the delays required to unlock the
puzzles are set to be an increasing sequence. An issue that
arises when giving out time-lock puzzles to many parties is
that different parties may have different computing power,
and hence solve their puzzles at different speeds: for exam-
ple, it is clear that we cannot guarantee that players learn
their outputs in the desired ordering if some players compute
arbitrarily faster than others. Still, we show that our pro-
tocol is secure and achieves ordered output delivery in the
case that the difference between any two players’ computing
power is known to be bounded by a logarithmic factor. If the
assumption about computing power does not hold, then the
protocol still achieves security (i.e. correctness and privacy),
but the ordering of outputs is not guaranteed.

The definition of ordered and timed-delay MPC inspire
new notions unrelated to the central topic of this paper. In
particular:

e Time-lines. Inspired by the application of time-lock
puzzles to time-delayed MPC, we propose the new con-
cept of a time-line, where multiple data items can be
locked so that their unlocking must be serialized in
(future) time. See Section for details.

o Prefix-fairness. In the traditional MPC landscape,
fairness is the one notion that addresses the idea that
either all parties participating in an MPC should ben-
efit, or none should. Fairness requires that either all
players receive their output, or none do. However, it is
well-known that fairness is achievable when a majority
of the players are honest, but it is not achievable for
general functionalities when a majority of players are
faulty |Cle86]. We propose a refinement of the classical
notion of fairness in the setting of ordered MPC, called
prefiz-fairness, where players are to receive their out-
puts one after the other according to a given ordering
m, and the guarantee is that either no players receive
an output or those who do strictly belong to a prefix
of the mandated order 7 (see Definition [II)). Prefix-
fairness can be achieved for general functionalities and

3We cannot hope to achieve timed-delay MPC in the case
of dishonest majority since, as mentioned in the preceding
paragraph, even output delivery cannot be guaranteed in
this setting.



any number of faulty players, under the same assump-
tions as classical MPC [GMW387] (see Theorem [5)).

1.2 Discussion and interpretation of our work

Slowing down scientific discovery?.

Intuitively, the mechanisms we develop always take the
following form: the mechanism computes the “best possible
estimate” Y* of y* given the input data of the players, and
then hands out a sequence of successively more accurate
(according to the score function) outcomes, where the final
party receives J*.

One may ask: why slow down scientific progress and hand
out inferior results when better ones are available? We ar-
gue that progress will in fact be enhanced, not slowed down,
by this methodology, as it will be a decisive factor in par-
ties’ willingness to collaborate in the first place. This bears
great similarity to the original philosophy of differential pri-
vacy and privacy-preserving data analysis more generally.
In these fields, accuracy (so-called utility) of answers to ag-
gregate queries over items in database is partially sacrificed
in order to preserve privacy of individual data items, as a
way to encourage individuals to contribute their data items
to the database. In an analogous way, in order to get results
based on the large data sets held by potential collabora-
tors, we sacrifice the speed of discovery of the “ultimate”
collaboration outcome: we are willing to pay this price to
incentivize parties to collaborate and contribute their data.
In contrast to differential privacy, we do not sacrifice ulti-
mate accuracy. The last collaborator to receive an output,
receives the ideal outcome Y*. Namely, ), = Y.

The Fort Lauderdale example: the importance of time.

A recurring idea in this work is the importance of time and
ordering of research discoveries, which is inspired in part by
the following striking example from the field of genomics.
In the 2003 Fort Lauderdale meeting on large-scale biologi-
cal research [Wel03], the gathering of leading researchers in
the field recognized that “pre-publication data release can pro-
mote the best interests of [the field of genomics]” but “might
conflict with a fundamental scientific incentive — publishing the
first analysis of one’s own data”. Researchers at the meeting
agreed to adopt a set of principles by which although data
is shared upon discovery, researchers hold off publication
until the original holder of the data has published a first
analysis. Being a close-knit community in which reputation
is key, this was a viable agreement which has led to great
productivity and advancement of the field. However, more
generally, their report states that “incentives should be de-
veloped by the scientific community to support the voluntary
release of [all sorts of] data prior to publication”. This exam-
ple teaches us to focus on three key aspects of collaboration:
the incentive to collaborate has to be clear to all collabora-
tors; there must be a way to ensure adherence to the rules
of collaboration; and timing is of the essence.

Privacy implies increased utility.

Although the goal of our work is to design mechanisms to
incentivize collaboration by increasing the utility of collabo-
rations rather than focusing on the privacy of individual en-
tities’ input data, MPC protocols prove to be an important
technical tool to implement the mechanisms which guarantee

increased utility. As a by-product, the use of MPC provides
our mechanisms with the additional guarantee of privacy.

Future directions.

When collaboration is feasible, each party ¢ in our model is
guaranteed a reward from collaborating that is greater than
the reward a; that they could get on their own. However,
the contributions of the players’ data to the computation
of the final output Y* (i.e. the best possible estimate of
y* given the joint input data) may be asymmetric: some
special player i* may have some data that helps solve the
“puzzle”, but this player i* may not be known a priori before
the participants decide to collaborateﬁ An interesting future
direction would be to develop mechanisms where, even if we
do not know a priori which players have higher quality data,
we can still allocate more credit after the collaboration is
done to the players whose contribution turned out to be the
most valuable.

Another future direction of interest to design truthful mech-
anisms so that collaborating parties will be provably incen-
tivized to submit their true and accurate data as input. In
our work, we assume that, while we can incentivize the play-
ers to collaborate or not, once they decide to collaborate
they are truthful about the value of their dataset x;. From
the point of view of scientific publications, this assumption
is reasonable if we believe that the experiments that gen-
erate this data can be verified or replicated, and that a
failure to replicate would hurt a scientific group’s reputa-
tion. However, there are many settings, such as businesses
pooling their data together to generate larger profits, where
the parties may be incentivized to lie about their output
x;. Since we are already assuming that parties are rational,
a future direction would be to develop mechanisms where,
even when parties can lie about x; (because z; cannot be
verified by others), they are still incentivized to report it
truthfully. One possible direction is where z; is the output
of some long # P computation (for example, a Markov Chain
Monte-Carlo simulation), where (a) replicating the compu-
tation would take a very long time and delay publication
for everyone in the group and (b) player ¢ cannot prove in
a classical way that their output x; is correct. Even in this
case, player ¢ can be incentivized to give the right answer
via a rational proof [AM12; |/AM13; |GHRV14].

Our setting is most useful and likely to lead to collabora-
tion when the marginal value of data is increasing. Interest-
ingly, this does not include classical learning problems that
can be stated as minimizing a convex loss function (or max-
imizing a concave value function). However, as new tech-
nology is developed, many new interesting machine learning
problems with non-convex objectives have become practical.
Bengio and LeCun [BL407] give more thorough discussion
of this situation.

1.3 Other related work

The problem of how to make progress in a scientific com-
munity has been studied in other contexts. Banerjee, Goel
and Krishnaswamy |[BGK14] consider the problem of partial

4An example in the same vein is the following. In the med-
ical setting, a hospital with a larger patient population will
clearly have more patient data than a small facility, and yet
access to data of small but homogeneous or rare commu-
nities can at times be more valuable than access to larger
heterogeneous sets of data.



progress sharing, where a scientific task is modeled as a di-
rected acyclic graph of subtasks. Their goal is to minimize
the time for all tasks to be completed by selfish agents who
may not wish to share partial progress.

Kleinberg and Oren [KO11] study a model where researchers
have different projects to choose from, and can work on at
most one. Each researcher i has a certain probability of be-
ing able to solve a problem j, and she gets a reward w; if
she is the only person to solve it. If multiple researchers
solve the problem, they study how to split the reward in a
socially optimal way. They show that assigning credit asym-
metrically can be socially optimal when researchers seek to
maximize individual reward, and they suggest implement-
ing a “Matthew Effect”, where researchers who are already
credit-rich should be allocated more credit than in an even-
split system. Interestingly, this is coherent with the results
of our paper, where it is socially optimal to obfuscate data so
that researchers who are already “ahead” (in terms of data),
end up “ahead” in terms of credit.

Cai, Daskalakis and Papadimitriou |[CDP14] study the
problem of incentivizing n players to share data, in order
to compute a statistical estimator. Their goal is to min-
imize the sum of rewards made to the players, as well as
the statistical error of their estimator. In contrast, our goal
is to give a decentralized mechanism through which play-
ers can pool their data, and distribute partial information
to themselves in order so as to increase the utility of every
collaborating player.

Boneh and Naor |[BNOO] construct timed commitments
that can be “forced open” after a certain time delay, and dis-
cuss applications of their timed commitments to achieve fair
two-party contract signing (and coin-flipping) under certain
timing assumptions including bounded network delay and
the [RSW96] assumption about sequentiality of modular ex-
ponentiation.

Roadmap.

Section [2| covers the scientific collaboration model, mech-
anisms, and feasibility theorems. Section [3] covers the def-
initions and constructions of ordered MPC, and Section
covers definitions and constructions of timed-delay MPC,
and associated primitives such as time-line puzzles.

2. SCIENTIFIC COLLABORATION MODEL

In this section, we present and analyze mechanisms for
scientific collaboration in our model. In our exposition, we
focus primarily on the setting of scientific collaboration and
publication. However, we want to highlight that our results
apply to more broad collaboration and discovery in general,
in which case a “publication” should be thought of as any
kind of public output.

Notation.

We denote by [n] the set {1,...,n} of integers between
1 and n, and by [n] — [n] the set of all permutations of
[n]. For a set X, we write A(X) to denote the set of all
distributions over X. The symbol U denotes the disjoint
union operation. An efficient algorithm is one which runs
in probabilistic polynomial time (PPT).

2.1 Finding feasible orders for scientific col-
laboration

We present a model of scientific collaboration, address-
ing whether it is beneficial for parties to collaborate, and if
so, how: in particular, since the order of research publica-
tion matters, we examine the problem of finding a feasible
collaboration order.

We propose a model of collaboration between n research
groups which captures the following features. Groups may
pool their data, but each group will publish their own re-
sults. Moreover, only results that improve on the “state of
the art” may be published. That is, a new result must im-
prove on prior publications. However, more credit may be
given to earlier publications. Finally, a group will learn not
only from pooling their data with other groups, but also
from other groups’ publications.

2.2 The model

To formalize the intuitions outlined above, we specify a
model as follows.

e There is a set [n] of players.

e BEach player ¢ € [n] has a dataset z; which is sampled in
the following way.

— For each i € [n], there is a set X; of possible datasets,
which is common knowledge.
Let X denote X7 X --+ X Xp.

— There is a distribution X € A(X) over X, from which
the z; are sampled: (z1,...,2Zn) + X.

— The distribution X is not known to any of the players,
but comes from a commonly known distribution D.
That is, X < D, for some D € A(A(X)).

e There is an output space Y, and a function f : A(X; X

- X Xn) — Y such that § = f(X) is the value which

the players wish to learn. That is, the players want to

learn some property of the unknown distribution X from

which their datasets were sampled. Y and f are common
knowledge.

e ) denotes the distribution of § given f and D .

e There is a score function s : A(Y) — Ry, which varies
with f and D. The score function s(-) is maximized by the
distribution ) which puts probability 1 on the true value
4. The score function s is common knowledge.

— We require a natural monotonicity property of the
score function. Namely, let ) and Z be any distribu-
tions, and let z be a value in the support of Z. Then

5(¥) < s(Vlz + 2),

where z < Z denotes the event that z is sampled from
the distribution Z.

— Remark. Let {§|z1,...,zn} denote the distribution of
¢ given certain datasets (z1,...,2n) € X. A conse-
quence of the monotonicity condition is that given all
of the datasets x1,...,xzn of all players in the model,
the best achievable score is s ({g|z1,...,Zn}).

e A collaboration outcome is given by a permutation 7 : [n] —
[n] and a vector of output distributions (Z1,...,2,) €
(A(Y))™ such that s(Jo) < s(Z(1)) <+ < 8(Zx(n))-
The intuition behind this condition is that, at time ¢, player
7(t) will publish Z ). Since only results that improve on
the “state of the art” can be published, we must have that
the score s(Z(4)) increases with the time of publication ¢.

e For a collaboration outcome w = (m, Z), the player who
publishes at time ¢ obtains a reward

Ry(m, 2) = B (s(Zx(1)) = 5(Zr(i-1)))



where 8 € (0,1] is a discount factor which penalizes later
publicationsﬁ

e For each player ¢, we define o; = s({g|z;}) — s(Do) € Ry,

where {g|z;} is the distribution of § given that the i*"
dataset is x;. This models the “outside payoff” that player
1 could get if she does not collaborate and simply publishes

on her own.

e Players may learn information not only from their own
data, but also from the prior publications of others. A
learning bound vector {\x i} re([n]—[n]),ic[n] Characterizes,
for any publication order 7, the maximum amount that
each player ¢ can learn from prior publications. This no-
tion is defined formally in Section

o We define CK to be the collection of all common-knowledge
parameters of the model:

CK:(D7f7'S7B)'

2.3 Examples

To illustrate the range of settings to which our model can
be applied, we now describe several concrete model instan-
tiations.

Recall that our goal is to build mechanisms to enable col-
laborations by sharing data, in settings where such collab-
oration would be beneficial to all parties. Intuitivelyﬁ such
settings correspond to situations where the result that can
be obtained based on the union of all players’ datasets is
“much better” than the results that can be obtained based
on the individual datasets: in other words, the “size of the
pie” to be split between the players in the case that they
collaborate is at least as large as the sum of the “slices” that
the players could get by working individually.

Toy Example I: Secret-sharing

We begin with a “toy example” based on secret-sharing. This
first example may seem artificial, but we include it to give
a simple initial illustration of the idea that the size of the
reward from collaboration can be much greater than what
can be achieved without collaborating. We then proceed to
three further example settings and explain how our model
applies to each.

Consider a stylized secret-sharing model with a secret ¢
drawn uniformly at random from {0, 1}". Each player’s data
consists of a share x; € {0,1}" such that § =21 ® ... B zp,
be the secret the players are trying to reconstruct.

The shares are correlated and drawn from a distribution
Xas follows:

e For each i € [n—1], x; is uniformly random in {0,1}".

e The last share is chosen such that x, =@ z:1 ... P
Tn—1.

The players want to learn f(X) = §. The score from
publishing a distribution Y is

s(Y) = H(9) — H(9|Y)

where H(y§) = n is the entropy of the uniformly random
string § and H (§|)) is the entropy of § given the distribution

®This is motivated by market scoring rules [Han12|, where
different experts only receive a reward equal to how much
they improve existing predictions.

5The intuition we describe here is made rigorous in Claim
729

Without collaborating, each player ¢ only knows a uni-
formly random string z;. Thus, H(j|z;) = H(§) = n and
a; = H(g|lz;) — H(§) = 0 for each player i. Consider the
following collaboration mechanism:

e Each player contributes their share x; to the mecha-
nism.

e The mechanism computes § = x1 B ... D Tn,.

e The mechanism reveals the i*" digit §; to each player
i.

When participating in this mechanism, the first player
will publish a guess Y1 which is a distribution over {0,1}"
where the first bit of y < ) is always 1. All other players
learn ¢ from player 1’s publication. Proceeding inductively,
the i*" player will publish a guess ); such that the first 4
bits are correct, that is, (y1,...,v:) = (91,...,%:;) for any
y < V;. Note that since o; = 0 for each player i, and
H(9|Y:) — H(§|YVi-1) = 1 > «, this mechanism incentivizes
players to collaborate.

Toy Example II: Network flow

Let G = (V,E) be a graph where V is the set of vertices
and E is the set of edges. Let §,t € V be vertices which
are connected by some number of disjoint paths. Consider a
model where V, 3, and  are common knowledge, and each
player’s data consists of a disjoint subset of edges in z; C F.
More precisely, (z1,...,2n) < X(F) where X samples a
partition of E.

The players want to learn the set of paths from 5 to .
That is, f(X(E)) is the set of paths in E that start at § and
end at t. The score from publishing a distribution Z over
edges is

s(Z) =|{p: pis a path in E from 3 to ¢, and Prz [p C 2] =1}

In other words, the player’s score is given by how many paths
from 3 to t she knows with certainty to exist in E. In some
cases, it may be that no player knows any path from § to
t based only on her own data, as illustrated by the simple
example in Figure

Figure 1: A four-player collaboration example

Consider the following collaboration mechanism:

e FEach player contributes their set of edges z; to the
mechanism.

e The mechanism computes £ = x1 U---Ux,, and then
computes the set P = {p1,...,px} of paths in E that
start at § and end at ¢.



e The mechanism reveals the i** path p; to player i. If
k < n, then the last kK — n players will get no output.
If k > n, the “extra” paths are allocated arbitrarily to

playersm

When participating in this mechanism, the first player will
publish a guess Z; which (always) samples the set {p1}. All
other players learn p; from player 1’s publication. Then,
the " player will publish a guess Z; that samples the set
{p1,...,pi}. Aslong as s(Z;) — s(Zi—1) > «; for all i €
[n] (note that this is the case in Figure[I]), this mechanism
incentivizes players to collaborate.

Example III: Correlating gene loci with disease

This example is inspired by successful GWAS studies to
identify gene loci associated with schizophrenia. Consider
a model where each player holds a set of patients’ medi-
cal (and in particular, genetic) data x; which comes from
some unknown patient distribution X'. The players wish to
learn the set f(X) of gene loci that are correlated with the
occurrence of schizophrenia in patients.

Let I" be the set of all gene loci. For v € I', define I, to be
1if v € f(X) and 0 otherwise. The score from publishing
a distribution Z over P(I") (i.e. over subsets of gene loci)
could beE|

s(Z)= ) Prlyez- ) Priyezl

YEF(X) YEF(X)

This score function rewards players for assigning high prob-
abilities to gene loci v which are actually correlated with
schizophrenia, and penalizes them for assigning high proba-
bilities to those which are not. As in our previous examples,
it turns out that in this setting, the reward that can be ob-
tained based on pooling all the players’ data is much greater
than the sum of the rewards that could be obtained individ-
ually, as illustrated in Figure [2]

Consider the following collaboration mechanismﬂ

"It may be beneficial to allocate the “extra” paths strategi-
cally in order to reward players more fairly, or in order to
make collaboration possible when the outside option values
«; are nonzero. However, in this example, we allocate them
arbitrarily for simplicity.

8In practice, a more realistic scenario might be to model
the extent to which particular gene loci are found to be cor-
related with the occurrence of schizophrenia, rather than
classifying into binary categories “correlated” and “not cor-
related”. This case could be modeled, for example, by let-
ting f(X) be a vector ((y1,p1),-.-,(yn,pn)) where I’ =
{71,.-.,yn} is the set of gene loci, and for each j € [N],
p; is the correlation coefficient between 1 and occurrence
of schizophrenia. While Example IV presents the simpler
“binary” model for ease of exposition, we remark that with
appropriate modifications to the score function and mecha-
nism, our model can accommodate the more complex case
of estimating correlations, too.

10Graph taken from a class given by Manolis Kellis; GWAS
studies performed by the Schizophrenia Genomics Consor-
tium.

"This is just one example of a reasonable mechanism for
this model; we do not mean to claim that it is a canonical
or optimal one. There are many variants which could make
sense: for example, a simple modification would be to change
the threshold 0.5 used in the second step.

120 Freeze May 2013 (~80K)
Freeze Jan. 2013 (~70K)

100 | WCPG Hamburg 2012 (~65K) |

Genome-wide association analysis identifies 13 new risk
loci for schizophrenia

60

Incl. SWE + CLOZUK
(~60K)

Genome-wide association study identifies five new
schizophrenia loci

40

20 Common polygenic variation contributes to risk of
schizophrenia and bipolar disorder

0 - - ; ; : . . . .
2006 2007 2008 2009 2010 2011 2012 2013 2014 2015

Figure 2: Graph of GWAS study success: the y-axis
is the number of gene loci identified to be correlated
with schizophrenia, and the x-axis is time (which
corresponds to amount of data, since the reason for
the improved findings was accumulation of data over
time)

e Each player contributes their patient data z; to the
mechanism.

e The mechanism computes Y* = {f(X)|z1,...,2n}, L€
the distribution of f(X') given the input data of all the
players. Let I'™" = {y € I" : Prycy+[y € y] > 0.5}, that
is, the set of gene loci that are more likely than not to
be in f(X), according to Y*.

e The mechanism reveals to player i the i*" gene locus
~; in T, If |T'*| < n, then the last k — n players will
get no output. If |[I'*| > n, the “extra” gene loci are
allocated arbitrarily@

When participating in this mechanism, the first player will
publish a guess Z; which (always) samples the set {v1}. All
other players learn +; from player 1’s publication. Then,
the " player will publish a guess Z; that samples the set
{71,...,7}. Provided that s(Z;) — s(Z:;-1) > «; for all
i € [n] (note that Figure [2| depicts exactly such a scenario),
this mechanism incentivizes players to collaborate.

Example 1V: Statistical estimation

Our last example is one where — in contrast to the examples
so far — there are decreasing marginal returns from adding
new information, and thus collaboration will not be feasible.

We consider a simple Bayesian model where the distri-
bution X is itself drawn from a “distribution over distri-
butions” D. More concretely, each player ¢ receives a vec-
tor of k; samples (i1, ..., 2k, ) drawn independently from
a normal distribution N(u,o?) with unknown mean p and
known variance o2. The mean p is itself drawn from a com-
monly known prior distribution D = N(m, 1) with known
mean m and variance 1. In this case, the ground set X;
is R*. The distribution X (u,0) is a product distribution

12 A5 remarked in Footnote E it can be beneficial to allocate
the “extra” gene loci in a way which is not arbitrary, but
instead optimized for making collaboration possible. In this
example, for simplicity, we allocate them arbitrarily.



over RX-i=1 ki where each component of (Z1,15 00y Tk ) 18
drawn independently from N(u,c). The players want to
learn f(X(p,0)) = u.

An estimator for p is a random variable . The score of
such a guess [ is s(1) = —E[(4 — p)?]. Tt is well known that
if we have a vector (z;,1, ..., xlykl) of random samples drawn
from N(p,0), the estimator that minimizes the expected
squared error to p is fi; = k% 25;1 xi;. Note that this
is a normal random variable since each z; ; is sampled from
normal random variable. The expectation of ji; is k% kiop =

k%-ki-az = k%-az. Thus,
s(ps) = k% .02, If a player published by herself and did

not collaborate, her reward would be the difference «a; =

0% — ,% ~02 between the priorly known variance ¢ and the
i

1 and the variance of fi; is

variance k -2 of player i’s estimate.

If the players collaborate, they can obtain the estimator
wr o= sz 1 Z] 1 %i,; which has variance s(p*) =

Z?jl T o%. The reward for ji* is the reduction in variance
o —s(p*) = 0% (1 — ﬁ) Note that in this case,
the reward from an estimator only depends on the number
of data points N used to construct this estimator (in the
above notation, N = > | k;). Furthermore, the reward
R(N) = 0*(1— 4 ) that one could obtain with N data points
is concave in N. Intuitively, if one only has N = 2 data
points, and gets 10 new ones, those 10 new data points are
very valuable. However, if one already has N = 2000000
data points and gets 10 new ones, those 10 new data points
do not increase the score very much.

This setting is in contrast to our Example III, where the
score seemed to increase in a convex way with the number
of data points. Indeed, in this Bayesian example, we will
always have that

R(Zki)ZUQ(l—Z <022 i):ZR(k)

We will elaborate more formally in Section 2.5 why the
above inequality is bad for collaboration, but we can already
see intuitively from it that the left-hand side is the “size of
the pie” if all players were to collaborate, and the right-hand
side is the sum of the rewards that each player could receive
on her own. Because of the above inequality, there is no way

o “slice the pie” so that every player has a bigger reward
than the «a; they can get without collaborating, and thus
collaboration is impossible.

This raises the interesting question of when the value of
information is convex with the amount of information avail-
able. From the previous three examples, we have seen that
this is often the case. However, from this example, we see
that even in a simple Bayesian setting, the marginal value
of extra information will be decreasing. Thus, this suggests
that collaboration will be more feasible when learning is
done in a non-Bayesian way.

1= 1

2.4 Data-sharing mechanisms

We now return to the general formulation of our collabo-
ration model, and we seek to design a general data-sharing
mechanism that takes as input the data of all the parties,
computes an output distribution Y; € A(Y') for each ¢ € [n],
and outputs ); to each player i. The mechanism will output
the Y; values to players sequentially, in a particular order.

Upon receiving )i, player ¢ produces a public output (i.e a
publication in the research collaboration example) which we
denote by Z; € Y.

We note that the public output of player i will not neces-
sarily be the same as what was delivered by the data-sharing
mechanism. Since player i wants to maximize her reward,
she will publish a result Z; that will maximize her reward,
conditional on the information she has at the time of publi-
cation. This information includes, in addition to the output
YV; which she receives from the mechanism (and her knowl-
edge of how the mechanism work: , also her own dataset
xz; € X;, and all the outputs Z; of other players that pub-
lished before her. .

Recall that a collaboration outcome (w, Z) is given by a
permutation 7 : [n] — [n] and a vector of output distri-
butions £ = (Z1,...,2,) € (A(Y))" such that s(Jb) <
8(Zr1)) <+ < 8(Zr(n)). We now define a proposed collab-
oration outcome (m,)) as a permutation 7 : [n] — [n] to-
gether with a vector of proposed outputs V= V1,...,n) €
(A(Y))™ generated by a data-sharing mechanism, satisfying
5(V0) < s(Vr(1)) < v+ < 8(Vr(n))-

Recall also that we need to bound how much player ¢ can
learn from previous publications (and from her own dataset).
We formally capture this with the notion of learning bound
vectors Ar i, which give an upper bound on the amount that
player i learns from all previous publications when the order
of publication is determined by permutation .

DEFINITION 1. A learning bound vector
A= (Ami)me(n)—[n)) i€ ln]

s a non-negative vector such that, if (m, )7) is a collaboration
outcome proposed by a data-sharing mechanism, and Z; is
the best (i.e. highest-scoring) distribution that player i can
compute at the time 7 1(? of her publication, then s(Z;) <

5(Vi) + Ari. Let A = RY X" denote the set of all learning
bound vectors.

DEFINITION 2. For a learning bound vector X, the set of
inferred output distributions derived from a proposed collab-
oration outcome (m,)) is given by the following expression:

Ii(m, V) =
{(Z1,..., 2,

The intuition behind the above definition is that the amount
of information that player 7(¢) (namely, the player who pub-
lishes at time t) can learn from prior outputs is measured
by how much her score increases based on these prior out-
puts. This increase in score is bounded by A; ). Thus,
her eventual output will be some Z ;) with score between
S(yw(t)) and S(yw(t)) + >\7r,7r(t)-

) : Vt € [n],

REMARK 1. In certain cases, Ar (1) measures exactly the
amount of information that player w(t) can learn from her
data. However, in our definition A r(+) 15 an upper bound,
and we emphasize that it may be a loose upper bound on the
amount of information w(t) can learn. Our emphasis on this
point comes from the following two reasons.

e [n general, the vector X € R™ ™ has very high dimen-
sion, and finding such a vector is infeasible. We may

13The mechanism description is common knowledge.

5(Vrw) < 5(Zr@)) < 5(Vr)) + Arrt) }



want to approrimate this vector via a low-dimensional
encoding (as we will do below, where we encode learn-
ing bounds using n-dimensional vectors). Since this
low-dimensional encoding will lose information, we will
not be able to represent Ar vy ewactly, but may get a
reasonable upper bound on its value.

e [For some other settings, we may not be able to derive a
precise expression for Ax ) in terms of expectations,
but we may still be able to derive an upper bound on
the amount of information that player w(t) learns. An
example of such a setting is detailed in Section ?77.

Now that we have established a formal definition of learn-
ing bound vectors, we proceed to formally define a data-
sharing mechanism.

DEFINITION 3. For model parameters CK, a data sharing
mechanism is a function

M:X x A= ([n] = [n]) x (AXY)"

which takes as inputs a vector ¥ = (z1,...,xn) of datasets

and X = (Ar.i)re((n]=[n)),icm) @ learning bound vector, and
outputs an ordering w of the players and an output vector

(V1,...,Yn) € (A(Y)".

REMARK 2. In the definition, for the sake of gemerality,
we assume that the X values are given as input to the mech-
anism. We remark that in certain settings, these values can
be computed directly from the inputs x; of the parties, as
discussed in the examples of Section 1.1.2. In this case, one
may think of the mechanism M : X — ([n] — [n]) x (A(Y))™
as having input domain X only.

2.5 Collaborative equilibria

In our model, each research group 7(¢) will collaborate
only if the credit they obtain from doing so is greater than
the “outside option” reward a ). We want to design a
mechanism that guarantees collaboration whenever possible.
Accordingly, we define the following equilibrium concept.

DEFINITION 4. Let CK be the model parameters. Let (Z, X) €
X x A and let (m, V1,...,¥n)) € ([n] = [n]) x (A(Y))".
We say that (7, (Q1,...,Yn)) is a collaborative equilibrium
with respect to (Z,X) if for all inferred output distributions
Z = (Z1,...,20) € Z(m,(1,..., V) and all t € [n], it

holds that Ry(w,Z) > (1) -

Our goal is to find data-sharing mechanisms for which col-
laboration is an equilibrium. Intuitively, since we are search-
ing for a feasible permutation over a very high-dimensional
space (n!-dimensional, to be precise), the problem will be
NP-complete (this is proven in Theorem . However, there
is a very natural condition on the learning vectors for which
we can reduce the dimension of the search space and effi-
ciently find a collaborative equilibrium. The feasible case
corresponds to the case where, for any player j, there is a
bound on the amount of information that player j could
teach any other players. We denote this bound by p;. Anal-
ogously, we could define p; to be a bound on the amount
that player j can learn from any other player. In this work,
we describe only the first case, when pu; represents a bound
on how much information player j can teach other players.
The other case is analogous.

We define a learning bound vector to be n-dimensional if
it satisfies the following property.

DEFINITION 5. A learning vector X € A is n-dimensional
if there is a non-negative vector (1, . . ., ftn) such that Az =) =
SUT) bnr)- Let Ar C A denote the set of all n-dimensional
learning vectors.

When X is an n-dimensional learning vector, the total
amount that player m(¢) learns from all prior outputs is
Zt::ll Hx(r)- In this case, we can give necessary and suf-
ficient conditions for an equilibrium to exist (detailed in
Theorem [1| below), provided that the following Output Di-
visibility Condition is satisfied.

Output Divisibility Condition..
Given the model parameters CK and any real 0 < § < 1E
there exists a distribution Y € A(Y") such that s(Y) = 4.

REMARK 3. The Output Divisibility Condition holds for
a wide variety of natural score functions. In general, score
functions which reward “how close” a distribution is to the
true value § = f(X) will decrease (continuously) with the ad-
dition of random noise to a distribution. Provided that this
holds, the Output Divisibility Condition can be satisfied by
taking the optimal distribution {g|X'} and perturbing it with
random noise: the eract amount of noise to be added de-
pends on the desired value of §. To give a concrete example:
in Example III (Gene loci), the perturbed distribution could
simply add noise to the probabilities that each gene locus is
sampled. Here, “adding noise” can mean simply adding some
n + N(0,0%) to the relevant parameters, where the magni-
tude of o depends on the precise formulation of the score
function and the desired value of é.

THEOREM 1. Suppose that the Output Divisibility Condi-

tion holds. Let & be a vector of inputs and X be an n-dimensional

learning bound vector. Let Aq r(1y = Zi_:ll tr(ry.- Then for

(71',:)7) to be a collaborative equilibrium, it is necessary and
sufficient that

> B(t ) 4 > (0= pin(y < 5Vn(my) — 5(Do)-
t=1 t=1
PRrROOF. Necessity. Let (7‘{',:)7) be a proposed collabora-

tive equilibrium, and let Ze Z(m, 37) be a possible vector of
inferred outputs. For every ¢, we must have that:

B' (8(Zn(r)) — $(Zr(t-1))) = Qn(r)-
This is equivalent to:
QA (t)
/Bt
The worst case for player 7 (t) is when player 7 (¢t — 1) learns

as much as possible from prior publications and player 7 (t)
learns as little as possible. That is, when

5(Zr-1)) = 8(Vrt=1)) + tr) + - + lr—2)
and S(Zﬂ(t)) = s(y,,(t)).

“Recall (from the model description) that s({g|X}) =
maxyeca(y)(s(Y)). Without loss of generality, we assume
in our analysis that the score function is normalized so that
its maximum value s({g|X'}) = 1.

8(Zx(1)) = 8(Zr(t-1)) >




In this case, the equilibrium condition becomes:

Z lin(r) > 7r(t) )

$(Vr-1)) — (V) <

Let us abuse notation slightly and

(y‘/r(t)) - S y7r t—1)

Rearranging slightly, we obtain:

At —
S D D TR
define 7(0) = 0. Then, summing over all ¢ yields

Z 20 S

t=1

5(Vr(0) = 8(Vr(n)) < — ) nt) -

Flipping the signs in the inequality, the existence of a col-
laborative equilibrium implies:

Z am) ) (= Oty < (V) — (Vo)
t=1

Sufficiency. To prove that the condition is sufficient:
given YV, (n) satisfying the inequality in the theorem state-
ment, we need to construct Y = (V1,...,Yn) such that
(m,)) is a collaborative equilibrium. We construct Y in-
ductively as follows: let 0.,y = s()iﬁ(n)) and for any ¢ such
that 2 < t < n, let Sr—1) = Ont 2 — 3 ()
Now that we have defined {0, }i=1 in thls way, it follows
that if we set Yy such that s(Vr)) = 0r(), then for all
t > 2 we have

$(Vr) = $(Vr(e—1)) = Or(t) = Om(e—1) = W( >+ ZWT

Note that it is possible to set V() in the required way, by
the Output Divisibility Condition. Rearranging the above
equation, it follows that:

t—2
B (8(Vn(t)) — sVn(i—1)) — Z/Awm) = Qr(y).-
=1

Since for any inferred outcome Z ;) we have (by the defini-
tion of the learning bound vector) that

t—2

s(Vr@) < 5(Zxwy) < sVr) FArre—1) = S(yﬂ(t>)+z B (r)s

=1

we conclude that for all ¢ > 2,

BY - (8(Zn(t)) — $(Zr(i—1))) = Qnr)-

Finally, we need to check that player 7(1) is incentivized
to collaborate. Note that player 7(1) publishes first, so she
cannot learn anything from previous publications. She will
be incentivized to publish if

B+ (0x(1y — 5(Yo)) = ar(ry-
This condition is equivalent to
Qr(1)

B

— V2 fin(ry iteratively,
we get that player m(1) is 1ncent1v1zed to collaborate if and
only if

5#(1) - S(yO) Z

Replacing 0r(—1) = Or(t) — W(t)

(swn)*SyO

Z Tr(t) + Z(n = Oir(e)
t=1

which is guaranteed by assumption. []

Recall from the definition of the score function that the
best score that can be attained given datasets x1,..., T, is
equal to s({g|z1,...,zn}). Based on Theorem I} we can
now characterize the datasets and learning bound vectors
for which a collaborative equilibrium is possible.

DEFINITION 6. Let CK be the model parameters and let
(Z, ) € X x A. We say that (&, ) supports a collaborative
equilibrium if it holds that

QU ~ N
Z D 1N =By < s({@las,
t=1

yn}) = 5(Do)-

2.5.1 How do the model parameters affect feasibility
of collaborative equilibria?

Consider for a moment the simple case where 8 = 1 and
X= 6, that is, there is no discount factor and players do not
learn from others’ publications. We can show that in this
case, if the score function satisfies the following Property
then it holds that for all ¥ € X, (&, X) supports a collabora-
tive equilibrium. That is, in this simple case, the condition
for (Z, X) to support an equilibrium reduces to the superad-
ditivity of the auxiliary score function s given in Property

m

DEFINITION 7. Let S be a set. A function f : S — R
is superadditive if for all disjoint S1,S2 C S, it holds that
F(S1) + f(S2) < f(S1US2).

PROPERTY 1  (SUPERADDITIVE DIFFERENCES). Let CK
be the model parameters. We define an auxiliary score func-
tion 5: X7 U---UX, — R4 which maps a set of datasets to
a real-valued score, as follows:

E({(ila xil)? ) (Zkaxlk)}) = S({lﬂxil? s 7mlk}) - S(y0)7
where {g|zi,,..., i} denotes the distribution of § given
that the datasets xs,,...,x;, were sampleﬂ from X. The

score function s satisfies the Superadditive Differences Prop-
erty if 5 is superadditive.

We observe that this precisely captures the intuition ini-
tially described in Section that our model is designed to
promote collaboration in situations where the reward that
can be obtained from pooling all players’ data is more than
the sum of the individual rewards that players can get.

CrAaM 1. Let CK be model parameters such that § = 1,
let € X be arbitrary, and let X =0 € A. If5 is a super-

additive function on the input data, then (%, X) supports a
collaborative equilibrium.

PROOF. Recall the inequality from Definition [6}

n
Qr(t ~
Z DS = ey < s{@la, -
t=1

Since 8 = 1 and pry = 0, the left-hand side is simply
>t 0x(t)- Using the definitions of o and 3, and the

SMore precisely: {§|zi,,. .., } is the distribution of §
given that each z;; was sampled in the i;'" position. (Re-
call that the distribution X is over tuples of datasets
(T1,...,2n).)

yan}) = s(Jo).




fact that 7 is a permutation, this can be rewritten as:

Z Qr(t) =
t=1

Substituting back into the inequality, we obtain:

Y sz} < s{gles,. .. @a))) = (o).

i€[n]

> (s{lean}) = 5(0)) =

ten]

> s({G,z)}).

i€(n]

The right-hand side of the inequality is, by definition,
equal to s({(1,z1),...,(n,xx)}). Thus, the superadditiv-
ity of 5 implies that the inequality holds, and it follows that
(Z, X) supports a collaborative equilibrium. []

Finally, we remark that either decreasing the discount fac-
tor B or increasing the learning bound vector X will make it
harder to support a collaborative equilibrium (i.e. a lower
value of 3 means there will be fewer (&, X) which support an
equilibrium), since these cause the left-hand side of the in-
equality to increase. So, while superadditivity is a sufficient
condition in the simplest case, we observe that determining
which (Z, X) support a collaborative equilibrium is a more
complex problem when the model parameters are varied.

2.6 The polynomial-time mechanism

We show a polynomial-time mechanism that computes a
collaborative equilibrium in the case that learning bounds
are given by a n-dimensional vector, provided that the fol-
lowing Efficient Output Divisibility Condition is satisfied.
The Efficient Output Divisibility Condition is a natural ex-
tension of the Output Divisibility Condition, which requires
not only existence but also efficient computability of distri-
butions with arbitrary score, while taking into account that

the best possible score for given input datasets x1,...,xy is
equal to s({g|z1,...,zn}).
Efficient Output Divisibility Condition..

Given model parameters CK, datasets x1,...,z, € X, and

any real 0 < 0 < s({g|z1,...,zn}), it is possible to efficiently
compute a distribution Y € A(Y) such that s(¥) = 4.

REMARK 4. The Efficient Output Divisibility Condition
holds for a wide variety of score functions, too: in particular,
it holds for the natural class of score functions described in
Section [2-8 as satisfying the Output Divisibility Condition.
Suppose that the score function is continuous and decreases
with the addition of random noise to a distribution. Then
the Efficient Output Divisibility Condition can be satisfied by
taking the “best computable” distribution {j|z1,...,zn} and
perturbing it with random noise: the exact amount of noise
to add will depend on the desired value of 6. As discussed
in the context of the Output Divisibility Condition, this can
also be easily explained in terms of the concrete Examples
1T and IV.

THEOREM 2. Suppose the Efficient Qutput Divisibility Con-

dition holds. Then there is a polynomial-time mechanism
SHARE-DATA : X x A1 that, given inputs (&, ) where i =
(t1, .-, un) Tepresents a n-dimensional learning vector, out-
puts a collaborative equilibrium (m, :)7) whenever an equilib-
rium is supported by the inputs (Z, i) (as defined in Defini-
tion @), and outputs NONE otherwise.
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Algorithm 1 SHARE-DATA((x1,...,2n), (41, - - -

1. Let Y* = {g|z1,...,zn} and 6* = s(Jo).

2. Construct a complete weighted bipartite graph G =
(L,R,E) where L = [n],R = [n],E = L x R. For each
edge (i,t), assign a weight w(i,t) = % + (n — t)u;-

Hu‘n))

3. Let M be the minimum-weight perfect matching on G. For
each node t € R, let w(t) € L be the node that it is matched
with. If the weight of M is larger than §*, output NONE.
Else, define 6 (n) = 6%, Vr(n) = V*.

4. For t from n to 2:

Qn(t) t—2
Bt =1 Hx(r)"

o Let 57r(t71) = 67r(t) —
o Let Vr(z—1) be such that s(Vr—1)) = drt—1)-

5. Output w = (TI', ()J,r(l), ey y,r(n)))

ProOOF. The fact that the algorithm runs in polynomial
time is immediate, since:

e additions, comparisons, and finding minimum weight
matchings in a graph [Edm65| can all be done in (ran-
domized) polynomial time; and

e the Efficient Output Divisibility Condition implies that
computing a distribution Y, ,_1) such that s(Vr—1)) =
Or(t—1) is efficient.

Recall that (Z, X) supports a collaborative equilibrium if
and only if there exists a permutation 7 such that
Qo (t)

2 T

Note that our algorithm constructs a complete bipartite
graph G = (L U R, E) where the weight on every edge is
w(i,t) = 3 +(n—t)pui. A matching M on this graph induces

n

+ Z(n - t)ﬂﬂr(t) < 5({Q|CU1, -

t=1

7‘7371}) - S(yo).

a permutation m where, for every ¢t € R, we have 7(t) = ¢
such that (i,t) € M. The weight of such a matching is

= Qo (t)
25

Thus, (Z,X) supports a collaborative equilibrium if and
only if the maximum-weight matching in G has weight less

than or equal to w* s({glz1,---,2zn}) — s(Jo). Note
that when the weight of the maximum-matching is greater
than w*, our algorithm outputs NONE, indicating that an
equilibrium is not supported by the inputs.

Finally, when the weight of the maximum matching is less
than or equal to w*, the algorithm outputs a pair (m,))
which (by construction) satisfies s(Vr—1)) — s(Vr)) =

% + 32022 fin(r for all t € [n], so the sufficient conditions

+ (= ptago)-
t=1

for (m, )_J') to be a collaborative equilibrium are satisfied. [

2.7 General NP-completeness

One may wonder if we can get an efficient mechanism
for learning vectors which are not n-dimensional. We show
that this is unlikely, since finding a collaborative equilib-
rium is NP-complete even under a weak generalization of
n-dimensional learning vectors.

DEFINITION 8. We say that a learning vector X € A is

n?-dimensional if there exists a non-negative matric (14,5 (6,5 €] x [n]



such that Az 1) = Zi;ll Mr(t),n(r). We denote by A2 C A
the set of all n?-dimensional learning vectors.

When X is an n?-dimensional learning vector, the amount
that player 7(t) learns from 7(7)’s output is bounded above
by pir(),x(r)- Thus, the total amount that player 7 () learns
from all prior outputs is Zi_:ll Hx(t),x(r)- The correspond-
ing necessary condition for a collaborative equilibrium to be
supported by some (Z, X) is that there is a permutation 7
such that

~ Q(t)
2

We show that even checking whether this condition holds
is NP-complete.

+ Z Ziu‘rr(s),ﬂ(t) < S({glmh e ,xn}) - S(y()).

t=1 s>t

THEOREM 3. Given model parameters CK, input datasets
(z1,...,zn) € X, and a n?-dimensional learning bound vec-
tor (1i5)(s,5)ein]x[n], it is NP-complete to decide whether
there exists m such that

“ aﬂ' " ~
> /39 YD treyny < s{@lzr, .z }) = 5(D0).
t=1

t=1 s>t
PrOOF. It is clear that the problem is in NP, since given
a permutation 7, the left-hand side can be efficiently com-
puted and compared to the right-hand side of the inequality.
To show that the problem is NP-hard, we reduce it to
the minimum weighted feedback arc set problem. The un-

weighted version of this problem was shown to be NP-complete
by Karp |Kar72|, and the weighted version is also NP-complete

[ENSS95).

Minimum-Weight-Feedback-Arc-Set

INPUTS: A graph G = (V, E) and a weight function
w: E — Rxg, a threshold v € R>.

OUTPUT: Whether or not there exists a set S C E of
edges which intersects every cycle of G and has weight
less than ~.

All that we need to show is that, given a graph G, a set .S
of edges is a feedback arc set if and only if there exists a per-
mutation 7 of the vertices of V' such that S = {(n(t), 7(s)) €
E:s <t}

To see this, note that if 7 is a permutation and S =
{(n(t),n(s)) € E : s < t} then the set S intersects every
cycle of G. This is because, if

C = {(r(ir), w(iz)), (w(i2), 7 (i3)), .. ., (w(ir), m(ir))}

is a cycle in G, then there must exist s, ¢ such that s < t and
(w(t),m(s)) € C, so S intersects C. Thus, S is a feedback
arc set.

Conversely, if S is a feedback arc set, then G' = (V, E—S)
is a directed acyclic graph, and we can induce an ordering
m on V following topological sort. Any edge (7 (t),n(s)) €
E — S must satisfy ¢ < s. Thus, any edge (7(t), 7(s)) where
s < t must be in S. Thus, given 7 from the topological sort,
we must have S D {(7(t),n(s)) € E : s < t}. Since weights
are non-negative, the minimal feedback arc set S™ will corre-
spond to a permutation 7* such that S* = {(7n*(¢t),7"(s)) €
E:s<t}.

We show how to reduce Minimum-Weight-Feedback-Arc-Set
to our problem. Given G = (V,E), w: E — R>g and t €
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R>o, let s({glz1,...,zn}) — s(do) =~ and let pi; = w(i, )
if (¢,j) € E and p;,; = 0 otherwise. Suppose there exists a
permutation 7 such that

~ Qn(t)
2

Then, since the «; and 8 are positive,

+ Z Z:uﬂ'(s),ﬂ'(t) < S({g‘mh s ,xn}) - S(y())

t=1 s>t

n

Z Z Prs),mr) < s({glza, ...

t=1 s>t

s&n}) = s(0)-

Plugging in our choices of u; ; and s({g|x1, . .
this becomes

(m(s),m(t))EE:s>t

Since the set S = {(7(s),n(t)) € E : s > t} is a feedback arc
set, we have that there exists a feedback arc set with weight
less than .

Conversely, assume no such permutation 7 exists. That

is,

(m(s),m(t)):s>t

- @n}) =5(D),

w(m(s), 7(t)) < -

Pr(s),mty > s{Tl21, ... 2n}) — 5(J0)

for all permutations 7. Note that whether s comes before ¢
or vice-versa does not matter, since this inequality holds for
all permutations. Thus, we can also write

> 2a}) — (W)

(7(s),m(t)):s<t

Prs),mr) > s({7]z1,. ..

for all permutations 7. From the argument above, the min-
imum weight feedback arc set S™ induces a permutation 7*
such that S* = {(7"(t),7"(s)) € E : s < t}. The weight of

S* is
>

(m*(s),m*(t))EE:s<t

w(n”(s), 7 (1) =

>

(m*(s),m*(t)):s<t

Mo (s),m% (t) > S({g‘xla s ,:En}) - S(y()) =7

Thus, there does not exist a feedback arc set with weight
less than or equal to 7.
We conclude that if we can efficiently check whether

~ Qn(t)
2

then we can efficiently check whether there exists a feed-
back arc set S with weight less than . Thus, the feedback
arc set problem reduces to ours, and our problem is NP-
complete. [J

+ Z Z:urr(s),rr(t) < S({g‘mh e ,$n}) - S(y0)7

t=1 s>t

We have shown that in our model of scientific collabora-
tion, it can indeed be very beneficial to all parties involved to
collaborate under certain ordering functions, and such ben-
eficial collaboration outcomes can be efficiently computed
under certain realistic conditions (but probably not in the
general case).

3. ORDERED MPC

We introduce formal definitions of ordered MPC and asso-
ciated notions of fairness and ordered output delivery, and
give protocols that realize these notions. Our definitions



build upon the standard security notiorﬁ for traditional
MPC, which is described formally in Appendix ?77?.

Notation.

For a finite set A, we will write a < A to denote that
a is drawn uniformly at random from A. For n € N, [n]
denotes the set {1,2,...,n}. The operation @& stands for

. . c . . .
exclusive-or. The relation ~ denotes computational indis-

tinguishability. negl(n) denotes a negligible function in n,
and poly(n) denotes a polynomial in n. o denotes function
composition, and for a function f, we write f* to denote

fofo---of.
| S —

t
Throughout this work, we consider computationally bounded

(rushing) adversaries in a synchronous complete network,
and we assume the players are honest-but-curious, since any
protocol secure in the presence of honest-but-curious players
can be transformed into a protocol secure against malicious
players |[GMWS87].

3.1 Definitions

Let f be an arbitrary n-ary function and p be an n-ary
function that outputs permutation [n] — [n]. An ordered
MPC protocol is executed by n parties, where each party
¢ € [n] has a private input z; € {0,1}", who wish to se-
curely compute f(z1,...,2n) = (Y1,.-.,9n) € ({0,1}")"
where y; is the output of party i. Moreover, the parties are
to receive their outputs in a particular ordering dictated by
p(z1,...,2n) =7 € ([n] = [n]). That is, for all ¢ < j, party
7(7) must receive his output before party m(j) receives her
output. Note that the output ordering 7 is data-dependent,
as p is a function of the parties’ inputs.

Following [GMW87], the security of ordered MPC with
respect to a functionality f and permutation function p is
defined by comparing the execution of a protocol to an ideal
process Fordered-MPc Where the outputs and ordering are
computed by a trusted party who sees all the inputs. An or-
dered MPC protocol F is considered to be secure if for any
real-world adversary A attacking the real protocol F', there
exists an ideal adversary S in the ideal process whose out-
puts (views) are indistinguishable from those of A. Note
that this implies that no player learns more information
about the other players’ inputs than can be learned from
his own input and output, and his own position in the out-
put delivery order. The latter condition is important because
the output ordering depends on parties’ private inputs, and
thus we require that the protocol reveals as little information
as possible about the ordering.

Many rather than one view.

In the ordered MPC setting, the ideal adversary S and
the real-world adversary A4 each output a view after each
output phase. This is in contrast to standard MPC, where
the adversaries simply output one view at the end of the
protocol execution.

IDEAL FUNCTIONALITY FOrdered-MPC

16Note that throughout this work, we use “stand-alone” se-
curity notions rather than “universally composable” ones.
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In the ideal model, a trusted third party T is given the in-
puts, computes the functions f, p on the inputs, and outputs
to each player ¢ his output y; in the order prescribed by the
ordering function. In addition, we model an ideal process
adversary S who attacks the protocol by corrupting players
in the ideal setting.

Public parameters. x € N, the security parameter; n € N,
the number of parties; f : ({0,1}*)™ — ({0,1}*)™, the func-
tion to be computed; and p : ({0,1}*)" — ([n] — [n]), the
ordering function.

Private parameters. Each player i € [n] holds a private input
z; € {0,1}*.

1. InpuT. Each player ¢ sends his input x; to T'.

2. COMPUTATION. T computes (yi,...,Yn) =

F@1seeeyn) and 7 = p(1, ..., ).

3. OutpuT. The output proceeds in n sequential output
rounds. At the start of the jt* round, T sends the out-
put value out; ; to each party i, where out; ; = yr(j
and out; ; = L for all 4 # j. When party n(j) re-
ceives his output, he responds to T" with the message
ack. (The players who receive L are not expected to
respond.) Upon receipt of the ack, T proceeds to the
(4 + 1)t round — or, if j = n, then the protocol termi-
nates.

4. OUTPUT OF VIEWS. At each output round, after re-
ceiving his message from T, each party produces an
output, as follows. Each uncorrupted party ¢ outputs
y; if he has already received his output, or L if he has
not. Each corrupted party outputs L. Additionally,
the adversary S outputs an arbitrary function of the
information that he has learned during the execution
of the ideal protocol.

Let the output of party i in the j¢” round be denoted
by 7;,j, and let the view outputted by S in the jth
round be denoted by ¥s ;. Let o/ ideal

: i Ordered-Mpg denote
the collection of all views for all output rounds:

ideal —
ﬂj/Ordered—MPC -

((1/5,171/1,1a .. ~74//n,1)7 ceey (VS,na%,n)~ ~~,1//n,n)) .

(If the protocol is terminated early, then views for
rounds which have not yet been started are taken to
be L.)

DEFINITION 9  (SECURITY). A multi-party protocol F is
said to securely realize Fordered-MmpC, if the following condi-
tions hold.

1. The protocol description specifies n check-points C1, . ..
corresponding to events during the execution of the pro-
tocol.

2. Take any PPT adversary A who corrupts a subset of
players S C [n], and let V4,; be the result of an arbi-
trary function A applies to his view after each check-
point C;. Let

Ve = (Va, ity Vi) oos (Van, Vims oo s Vin))

be the tuple consisting of the adversary A’s outputted
views along with the outputs of the real-world parties
as specified in the ideal functionality description. Then

there is a PPT ideal adversary S which, attacking Fordered-MPC

by corrupting the same subset S of players, can output

7C’ﬂ



views ¥s,; such that for each j € [n], it holds that
Vs.g & Vag-

In the context of ordered MPC, the standard guaranteed
output delivery notion is insufficient. Instead, we define or-
dered output delivery, which requires in addition that all
parties receive their outputs in the order prescribed by p.

DEFINITION 10  (ORDERED OUTPUT DELIVERY). An or-
dered MPC protocol satisfies ordered output delivery if for
any inputs x1,...,Tn, functionality f, and ordering func-
tion p, it holds that all parties receive their outputs before
protocol termination, and moreover, if (i) < w(j), then
party i receives his output before party j receives hers, where
T =p(T1,...,Tn).

We also define a natural relaxation of the fairness require-
ment for ordered MPC, called prefiz-fairness. Although it is
known that fairness is impossible for general functionalities
in the presence of a dishonest majority, we show in the next
subsection that prefix-fairness can be achieved even when a
majority of parties are corrupt. We emphasize that this no-
tion relaxes only the fairness requirement: that is, prefix-fair
protocols satisfy full privacy (and correctness) guarantees.

DEFINITION 11
tocol is prefix-fair if for any inputs x1,...,xn, it holds that
the set of parties who have received their outputs at the time
of protocol termination (or abortion) is a prefiz of (w(1),. ..
where m = p(z1,...,%n) is the permutation induced by the
nputs.

Prefix-fairness can be useful, for example, in settings where
it is more important for one party to receive the output than
the other; or where there is some prior knowledge about the
trustworthiness of each party (so that more trustworthy par-
ties may receive their outputs first).

3.2 Construction

Ordered MPC is achievable by using standard protocols
for general MPC, as described in Protocol [I] below. The
protocol has n sequential output phases, so that the n out-
puts can be issued in order. A subtle point is that because
the ordering is a function of the input data, knowledge of
the ordering may reveal information about the input data.
Thus, we have to “mask” the output values such that each
party only learns the minimal possible amount of informa-
tion about the ordering: namely, his own position in the
ordering.

ProTOCOL 1: ORDERED MPC

Public parameters. k € N, the security parameter; n €
N, the number of parties; k£ € N, an upper bound on the
number of corrupt parties; f : ({0,1}*)" — ({0,1}*)",
the function to be computed; and p : ({0,1})* — ([n] —
[n]), the ordering function.

1. Computing shares of (m,y): Using any gen-
eral secure MPC protocol (such as [GMW387]) on
inputs x1,...,Z,, jointly compute a k-out-of-n
secret-sharin, f (m,y) where y = (y1,...,yn) =

(PREFIX-FAIRNESS). An ordered MPC pro-

7Tr(n))1

13

flx1,...,2n) and ™ = p(x1,...,2y) is a permu-
tation of [n]. At the end of this step, each player
possesses a share of the outputs y = (y1,...,yn)
and of the permutation 7.

2. Outputting y1,...,y, in n phases: In the "
output phase, player 7~ (i) will learn his output.
In phase i the parties run a new instance of a gen-
eral secure MPC protocol such that:

e Player j’s inputs to the protocol are: the
shares of y and 7 that he got in step [1} and
a random string r;,;.

e The functionality computed is:
for j from 1 to n: if w(j) = 1
then z;; := y; ®r;j else z,; = L @
Ti,j .
output z; = (Zi,la ey Zi,n) .
where 1 is a special string that lies outside
the output domain.

e To recover his output, each player j computes
Yij = #i; ®ri; for all i. By construction,
there is exactly one ¢ € [n] for which y; ; # L,
and that is equal to the output value y; for

player j.

Check-points. There are n check-points. For ¢ € [n],
the check-point C; is at the end of the i*” output phase,
when z; is learned by all players.

In case of abort. When running the protocol for the
honest majority setting, the honest players continue un-
til the end of the protocol regardless of other players’
behavior. When running the protocol for dishonest ma-
jority, if any party aborts in an output phasﬂ then
the honest players do not continue to the next phase.

In proving the security of Protocol we refer to the secu-
rity of modular composition of general protocols shown by
|Can00], Theorem 5.

THEOREM 4. Protocolm securely realizes Fordered-MPC -

PROOF. Let po denote the general MPC protocol execu-
tion in step [I} and let p; be the general MPC protocol exe-
cution in phase i of step |2} for ¢ € [n]. For j € [n], let the
protocol 7; be the concatenation of the protocols po, ..., p;.
To prove security at each check-point, it is sufficient to prove
that 7; satisfies security for all j € [n]: in other words, that
the view outputted by any adversary in the real protocol
execution at check-point j can be simulated in the ideal ex-
ecution. Finally, for all j € [n], the security of m; follows
directly from the security of modular composition of general
protocols (|Can00], Theorem 5). [

"The standard definition of a secret-sharing scheme can be
found in Appendix ?7?.

8Fach output phase consists of an execution of the under-
lying general MPC protocol. If a party aborts at any time
during (and before the end of) the execution of the under-
lying general MPC protocol, this fact will be detected by all
honest parties by the end of the phase.



THEOREM 5. In the case of honest majority, Protocol
achieves fairness. In the dishonest majority setting, prefiz-
fairness is achieved.

PROOF. Fairness holds in the honest majority case, since
the honest players complete all output phases, and the shares
that the honest players hold are sufficient to reconstruct each
output y; (recall that the secret-sharing threshold & is [n/2]
in the honest majority case). In the dishonest majority set-
ting, prefix-fairness holds since for all ¢ € [n], all n shares are
required in order to reconstruct the output y.(;) in output
phase 7, and

e if the corrupt parties do not abort during the i*" out-
put phase, then by the security of Protocol [1} the out-
put yr(;) associated with the it" output phase is deliv-
ered correctly to party ¢;

e if the corrupt parties abort during the i** output phase,
then no outputs y.;) for j > ¢ will be learned by any
player, since the honest parties will not execute subse-
quent output phases.

O

4. TIMED-DELAY MPC

In this section, we implementing time delays between dif-
ferent players receiving their outputs. The model is exactly
as before, with n players wishing to compute a function
f(x1,...,25) in an ordering prescribed by p(z1,...,%n) —
except that now, there is an additional requirement of a
delay after each player receives his output and before the
next player receives her output. To realize the timed-delay
MPC functionality, we make use of time-lock and time-line
puzzles, which are introduced in Sections and @

4.1 Ideal functionality with time delays

We measure time delay in units of computation, rather
than seconds of a clock: that is, rather than making any as-
sumption about global clocks (or synchrony of local clocksm
we measure time by the evaluations of a particular function
(on random inputs), which we call the clock function.

IDEAL FUNCTIONALITY FTimed-Delay-MPC

In the ideal model, a trusted third party 7" is given the in-
puts, computes the functions f, p on the inputs, and outputs
to each player ¢ his output y; in the order prescribed by the

19A particular issue that arises when considering a clock-
based definition is that it is not clear that we can reasonably
assume or prove that clocks are in synchrony between the
real and ideal world — but this seems necessary in order to
prove security by simulation in the ideal functionality.

We remark that if one is happy to assume the existence of
a global clock (or synchrony of local clocks), then there are
other ways to implement timed-delay MPC which sidestep
many of the issues inherent in the arguably more realistic
model where clocks may not be perfectly synchronized be-
tween different (adversarial) parties. One example is the
“Bitcoin model” where the assumption is that the Bitcoin
block-chain can serve as a global clock: in this model, exist-
ing protocols such as [BK14] implement some time-delays in
MPC, and it seems likely that such protocols can be adapted
to achieve our notion of timed-delay MPC.

ordering function. Moreover, T' imposes delays between the
issuance of one party’s output and the next. In addition, we
model an ideal process adversary S who attacks the protocol
by corrupting players in the ideal setting.

Public parameters. k € N, the security parameter; n € N, the
number of parties; f : ({0,1}*)™ — ({0,1}*)™, the function
to be computed; p : ({0,1}*)" — ([n] — [n]), the order-
ing function; and G = G(k) € N, the number of time-steps
between the issuance of one party’s output and the next.

Private parameters. Each player ¢ € [n] holds a private input
z; € {0,1}*.

1. InpuT. Each player ¢ sends his input z; to T. If,
instead of sending his input, any player sends the mes-
sage quit, then the computation is aborted.

2. COMPUTATION. T computes (Y1,...,Yn) =
f(z1,...,2n) and T = p(z1,. .., Tn).

3. OurpuT. The output proceeds in n sequential output
phases. At each phase j, T waits for G time-steps,
then sends the j* output, Yr(5)> to party m(j).

4. OUTPUT OF VIEWS. At the end of each output phase,

each party produces an output as follows. Each uncor-
rupted party i outputs y; as his view if he has already
received his output, or L if he has not. Each corrupted
party outputs L. Additionally, the adversary S out-
puts an arbitrary function of the information that he
has learned during the execution of the ideal protocol,
after each check-point.
Let the output of party i in the j¢” round be denoted
by 7., and let the view outputted by S in the jth
round be denoted by ¥s ;. Let V’li‘diﬁlcd-Dclay-MPC de-
note the collection of all views for all output phases:

41/ideal —
Timed-Delay-MPC —

((7/5,177/1,17 .. -77/n,1)7 LR (7/3,71741/1,117- ~~74//n,n)) .

For an algorithm A, let the run—tim@ of A on input inp be
denoted by time(inp). If A is probabilistic, the run-time
will be a distribution over the random coins of A. Note
that the exact run-time of an algorithm will depend on the
underlying computational model in which the algorithm is
run. In this work, all algorithms are assumed to be run-
ning in the same underlying computational model, and our
definitions and results hold regardless of the specific compu-
tational model employed.

DEFINITION 12  (SECURITY). A multi-party protocol F

(with parameters k,n, f,p, G) is said to securely realize FTimed-Delay-MPC,

if the following conditions hold.

1. The protocol description specifies n check-points C1, . ..
corresponding to events during the execution of the pro-
tocol.

2. There exists a “clock function” g such that between any
two consecutive checkpoints C;,Ciy1 during an execu-
tion of F, any one of the parties (in the real world)
must be able to locally run Q(G) sequential evaluations

19The use of checkpoints is introduced to capture the views of
players and the adversary at intermediate points in protocol
execution.

20Run-time is, naturally, measured in “CPU time” (i.e. the
number of instructions executed in the underlying compu-
tational model) as opposed to real-world “clock time”.



of g on random inputs. g may also be a protocol (in-
volving n’ < n parties) rather than a function, in which
case we instead require that any subset consisting of n’
parties must be able to run Q(G) sequential executions
of g (on random inputs) over the communication net-
work being used for the main multi-party protocol F'.
Then, we say that F is “clocked by g”.

3. Take any PPT adversary A attacking the protocol F' by
corrupting a subset of players S C [n], which outputs
an arbitrary function Va ; of the information that it
has learned in the protocol execution after each check-
point Cj. Let

V.;\eal = ((VAJ? ‘/1,11 . '7Vn,1)7 LR} (VA:TH ‘/1,717 . ->Vn,"))

be the tuple consisting of the adversary A’s outputted
views along with the views of the real-world parties as
specified in the ideal functionality description. Then

there is a PPT ideal adversary S which, attacking Frimed-DelaylMPC

by corrupting the same subset S of players, can out-
put views ¥s1,..., Vs (at check-points Ci,...,Ch
respectively) such that for each j € [n], it holds that
|Pr[D(¥s5, M- Vng) =1
—Pr [D(V_A,j,‘/i,j,... 1
< negl(k),
for any distinguisher D such that
P [timen(¥) < j - timeg ()] = 1/poly(x),
V4

when V is the distribution of views outputted by A or S
(that is, forV € {(¥s,5, Vi Ynij), Va,i, Vig,...
and G is the algorithm that computes the function g se-
quentially on G random inputs.

4.2 Realizing timed-delay MPC with dummy
rounds

A simple protocol for securely realizing timed-delay MPC
is to implement delays by running G “dummy rounds” of
communication in between issuing outputs to different play-
ers.

ProTocCoOL 2: TIMED-DELAY MPC WITH DUMMY
ROUNDS

Public parameters. k € N, the security parameter; n €
N, the number of parties; f : ({0,1}*)" — ({0,1}")",
the function to be computed; p : ({0,1})* — ([n] — [n]),
the ordering function; and G = poly(k), the number of
time-steps between the issuance of one party’s output
and the next.

1. Computing shares of (m,y): Using any gen-
eral secure MPC protocol (such as |[GMW8T7]),
jointly compute an k-out-of-n secret-sharin f
(m,y) where y = (y1,...,yn) = f(z1,...,2,) and
permutation © = p(z1,...,T,) on the players’ in-
puts. At the end of this step, each player possesses
a share of the outputs y = (y1,...,yn) and of the
permutation .

7V"’L7j)} ’

2. Outputting yi1,...,y, in n phases: The out-
puts will occur in n phases: in the " phase, player
7~ 1(i) will learn his output. In each phase, the
players first run G “dummy rounds” of communi-
cation. A dummy round is a “mini-protocol” de-
fined as follows (let this mini-protocol be denoted

by gdum)5

e each player initially sends the message

challenge to every other player;

e each player responds to each challenge he re-
ceives with a message response.

In each phase, after the dummy rounds have been
completed, the parties will run a new instance of
a general secure MPC protocol. In phase i:

e Player j’s inputs to the protocol are: the
shares of y and 7 that he got in step [1| and
a fresh random string r; ;.

e The functionality computed in each phase i €
[n] is:
for j from 1 to n: if 7w(j) = ¢
then Zij = Y5 D Ti,§ else Zij = 1@
Ti,j .
output z; = (2i,1,---,%i,n)-
where L is a special string that lies outside
the output domain.

e To recover his output, each player j computes
Yi; = zij © 1y for all i. By construction,
there is exactly one ¢ € [n] for which y; ; # L,
and that is equal to the output value y; for
player j.

Check-points. There are n check-points. For i € [n],
the check-point C; is at the end of the i*" output phase,
when z; is learned by all players.

In case of abort. When running the protocol for the
honest majority setting, the honest players continue un-
til the end of the protocol regardless of other players’
behavior. When running the protocol for dishonest ma-
jority, if any party aborts in an output phasﬂ then
the honest players do not continue to the next phase.

THEOREM 6. In the presence of honest majority, Proto-
col@ securely realizes Frimed-Delay-MmpC clocked by gdum-

21For the honest majority setting, we set k = [n/2]. For the
dishonest majority setting, k = n.

22Each output phase consists of an execution of the under-
lying general MPC protocol preceded by GG dummy rounds.
If a party aborts before the completion of the G dummy
rounds, this fact will be detected by all parties in the dummy
round in which the abort happens, because every party is
supposed to communicate with every other party in each
dummy round. If a party aborts at any time during (and
before the end of) the execution of the underlying general
MPC protocol, this fact will be detected by all honest parties
by the end of the phase.



Proor. Let A be any PPT adversary attacking Protocol
by corrupting a subset of players S C [n], and let

Vi = (Va,Vid, ..o Vo) oo os (Van, Vims ooy Vin))

be the tuple consisting of the adversary A’s outputted views
along with the views of the real-world parties (as specified
in the description of Frimed-Delay-mpc). In order to show
that condition [3] of the security definition (Definition
holds, we need to show that there is a PPT ideal adversary S
which, given access t0 Frimed-Delay-mpc and corrupting the
same subset S of players, can output views ¥s ; such that

V;\eal ~ "ll“r:fsled Delay-MPC-

Recall that the adversary’s view can be any function of
the inputs of the corrupt parties and the messages that the
corrupt parties see during the protocol execution. In partic-
ular, it is sufficient to show that there is an ideal adversary
S which can output views ¥s ; which are indistinguishable
from the transcript of all the messages that the corrupt par-
ties see during the real protocol execution.

Protocolconsists of sequential executions of the underly-
ing general MPC protocol and the mini-protocol ggum. When
the mini-protocol executions are removed from Protocol [2 l
the resulting protocol is identical to Protocol [I} Hence, by
Theorem 4 l there is an ideal adversary S’ which, given ac-
cess t0 Frimed-Delay-mPc and corrupting the same subset S
of players, can output views ¥s/ ; such that which are in-
distinguishable from the transcript of all the messages that
the corrupt parties see during the n+1 executions of the un-
derlying general MPC protocol within Protocol [2} The only
other messages that are sent in Protocol 2 are the “dummy”
messages challenge and response, which are fixed messages
that do not depend on the players’ inputs. In fact, the tran-
script of an execution of gqum is a deterministic sequence of
challenge and response. It follows that there exists an ideal
adversary S which, by calling S’ and adding the determin-
istic transcript corresponding to each execution of ggum, can
output views ¥ ; which are indistinguishable from the tran-
script of all the messages that the corrupt parties see during
the real execution of Protocol 2

Finally, it remains to show that condition [2]of the security
definition (Definition is satisfied. The players are liter-
ally running g over the MPC network G times in between
issuing outputs, so it is clear that condition [2 holds. [J

One downside of the simple solution above is that it re-
quires all (honest) parties to be online and communicating
until the last player receives his output. To address this,
in Section we propose an alternative solution based on
timed-release cryptography, at the cost of an additional as-
sumption that all players have comparable computing speed
(within a logarithmic factor).

4.3 Realizing timed-delay MPC with time-lock
puzzles

Informally, a time-lock puzzle is a primitive which allows
“locking” of data, such that it will be released after a pre-
specified time delay, and no earlier. Our next protocol, in-
stead of issuing outputs to players in the clear, gives to each
party his output locked into a time-lock puzzle; and in order
to enforce the desired ordering, the delays required to unlock
the puzzles are set to be an increasing sequence. We first
give the definition of time-lock puzzles (in Section[d:3.1)) then

16

describe and prove security of our time-lock-based protocol

(in Section [4.3.2)).

4.3.1 Time-lock puzzles

The delayed release of data in MPC protocols can be
closely linked to the problem of “timed-release crypto” in
general, which was introduced by [May93] and constructed
first by [RSW96] with their proposal of time-lock puzzles. We
assume time-lock puzzles with a particular structure (that
is present in all known implementations): namely, the pas-
sage of “time” will be measured by sequential evaluations of
a function (TimeStep). Unlocking a t-step time-lock puzzle
can be considered analogous to following a chain of ¢ point-
ers, at the end of which there is a special value z; (e.g. a
decryption key) that allows retrieval of the locked data.

f(x) f(J;l) f(x 9371 = f(xnf
gy oy

unlock *

Y
locked data

DEFINITION 13  (TIME-LOCK PUZZLE SCHEME). A time-

lock puzzle scheme is a tuple of PPT algorithms
T = (Lock, TimeStep, Unlock)

as follows:

e Lock(1™,d,t) takes parameters k € N the security pa-
rameter, d € {0,1}" the data to be locked, and t € N
the number of steps meeded to unlock the puzzle, and
outputs a time-lock puzzle P = (x,t,b,a) € {0,1}" x
N x {0,1}"" x {0,1}" where £,n,n’,n" = poly(k).

e TimeStep(1”,2’,a’) takes parameters k € N the secu-
rity parameter, a bit-string *' € {0,1}", and auziliary
information o', and outputs a bit-string " € {0,1}".

o Unlock(1%,2',') takes parameters k € N the security
parameter, a bit-string ' € {0,1}", and auziliary in-
formation b € {0, 1}"/, and outputs some data d' €

{0,1}*.

To unclutter notation, we will sometimes omit the initial
security parameter of these functions (writing e.g. simply
Lock(d,t)). We now define some auxiliary functions. For a
time-lock puzzle scheme T = (Lock, TimeStep, Unlock) and
i € N, let IterateTimeStep? denote the following function:

IterateTimeStep” (i, z,a) =

TimeStep(TimeStep(. .. (TimeStep(z,a),a)...),a).

i

Define CompleteUnlock” to be the following function:

CompleteUnlock™ ((z, ¢, b, a)) = Unlock(IterateTimeStep” (¢, z, a), b),

that is, the function that should be used to unlock a time-
lock puzzle outputted by Lock.

The following definitions formalize correctness and secu-
rity for time-lock puzzle schemes.



DEFINITION 14
T = (Lock, TimeStep, Unlock) is correct if the following holds
(where k is the security parameter):

Pr

(z,t,b,a)«Lock(d,t)

[CompleteUnIockT((x,t, b,a)) # d] < negl(k).

DEFINITION 15
be a time-lock puzzle scheme. T is secure if it holds that: for
all d,d’ € {0,1}¢,t = poly(k), if there exists an adversary A
that solves the time-lock puzzle Lock(d,t), that is,

P P)=d| = -negligibl
PeLocﬁ(d,t)[A( ) = d] = € for some non-negligible e,

then for each j € [t], there exists an adversary A; such that

[A;(P") =d'] > 1—negl(x), and

Pr
P’«Lock(d’,5)

Pr
P<+Lock(d,t),
P’ Lock(d’,5)

4.3.2  Protocol based on time-lock puzzles

Because of the use of time-lock puzzles by different par-
ties in the protocol that follows, we require an additional as-
sumption that all players have comparable computing power
(within a logarithmic factor).

Relative-Delay Assumption..
The difference in speed of performing computations be-
tween any two parties i, € [n] is at most a factor of B =

O(log(k))-

ProTocoL 3: TIMED-DELAY MPC WITH TIME-LOCK
PUZZLES

Public parameters. k € N, the security parameter; n €
N, the number of parties; f : ({0,1}")" — ({0,1}")",
the function to be computed; p : ({0,1})* — ([n] — [n]),
the ordering function; B = O(log(k)), the maximum
factor of difference between any two parties’ computing
power; G = poly(k), the number of time-steps between
the issuance of one party’s output and the next; and T' =
{Lock, TimeStep, Unlock} a time-lock puzzle scheme.

InpUTS. Each party ¢ has input z;.

PrROTOCOL STEPS. Let (y1,...,yn) = f(1,...,Ts) and
7 =p(x1,...,2Zn). Definets = 1 and t;41 = (B-G+1)-t;
for ¢ € [n — 1]. Compute (Pi,..., P,), where each P; =
(@i, tx(iy, @i, bi) is a time-lock puzzle computed as

P; = Lock(y; ® i, tr(s)),

where each r; is a random string provided as input ran-
domness by party <.

OuTtpPUTS. For each i € [n], the puzzle P; is outputted to
party i. The players all receive their respective outputs
at the same time, then recovers his output y; by solving
his time-lock puzzle, and finally “unmasking” the result
by XORing with his random input ;.

Check-points. There are n check-points. For i € [n], the
check-point C; is the event of party = (i) learning his
eventual output y,(;) (i.e. when he finishes solving his
time-lock puzzle).

(CORRECTNESS). A time-lock puzzle scheme

[timea(P) > (t/j) - timea, (P') | A(P) = d]| > 1—negl
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For the following theorem, we assume that each player
i uses the optimal algorithm to solve his puzzle P; that
outputs the correct answer. Without this assumption, any
further protocol analysis would not make sense: there can
always be a “lazy” player who willfully uses a very slow al-
gorithm to solve his puzzle, who will as a result learn his

(SECURITY). LetT = (Lock, TimeStep, Unlockyentual output much later in the order than he could oth-

erwise have done. The property that we aim to achieve is
that every player could learn his output at his assigned po-
sition in the ordering 7, with appropriate delays before and
after he learns his output.

THEOREM 7. Suppose that the Relative-Delay Assumption
holds, and each player i uses the optimal algorithm to solve
his puzzle P; that outputs (with overwhelming probability) the

correct answer. Then, Protocol @ securely realizes Frimed-Delay-MPC

when there is an honest majority.

(’QDROOF. First, we prove that condition [2| of the security
definition (Definition is satisfied. Let .A; denote the
algorithm that party ¢ uses to solve his time-lock puzzle,
and let the time at which party i learns his answer y; be
denoted by 7; = time, (P;). By the security of the time-lock
puzzles, there exists an algorithm A} that player i could use
to solve the puzzle Lock(0,1) in time 7;/t;. Moreover, by
the Relative-Delay Assumption, it holds that no player can
solve the puzzle Lock(0*,1) more than B times faster than
another player: that is, max;(7;/t;) < B - min;(7:/t;). It
follows that even the slowest player (call him ") would be
able to run t;/B executions of Aj« within time 7;, for any i.

Without loss of generality, assume that the ordering func-
tion p is the identity function. Consider any consecutive pair
of checkpoints C;,Ciy1. These checkpoints occur at times
7; and 741, by definition. We have established that in time
7, player i* can run t;/B executions of Aj«, and in time
Ti+1, he can run t;+1/B executions of Al.. Tt follows that
in between the two checkpoints (i.e. in time 741 — 7;), he
can run (t; 41 —t;)/B executions of Aj.. Substituting in the
equation t;41 = (B -G+ 1) - t; from the protocol definition,
we get that player i* can run G -t; executions of A}« between
checkpoints C; and C;11. Since t; > 1 for all 4, this means
that i* can run at least G executions of Aj. between any
consecutive pair of checkpoints. Hence, condition [2| holds.

We now prove condition [3] Let G be the algorithm that
evaluates Aj. sequentially G times on random inputs. It is
sufficient to show that for any adversary A attacking the
protocol by corrupting a subset S C [n] of players, which
outputs a view V4 ; at each checkpoint j which is the tran-
script of all messages that it has seen so far, there is an
ideal adversary S which outputs views ¥51,...,¥s» such
that for any j € [n], for any distinguisher D whose run-time
satisfies the conditions in Definition item

|PI‘ [D(“//S’j, ’7/11]', ey Af/nyj) = 1] — Pr [D(VA,]', ‘/171', .o
< negl(k).

Recall that there are n sequential output stages in the
ideal functionality Frimed-Delay-Mmpc. Consider an ideal ad-
versary S attacking Frimed-Delay-MmPc by corrupt a set of
parties S C [n]. Let inp denote the vector of inputs and
input randomness of the corrupt parties (note that these
are known to §). Take any ¢ € [n]. In the ideal protocol
execution, S learns the following in the w(i)th output stage:

e nothing, if i ¢ S; or

Vo) = 1]]



e the input value x;, the input randomness r;, and the
eventual output y; if i € S.

Note that as a result, S learns (i) at output stage m(z), for
eachi € S. The delay values t1,...,t, are a fixed sequence of
values independent of the parties’ inputs, so they are known
to S. Thus, at each check-point j € [n], the ideal adversary
S can compute n time-lock puzzles

5 ) Lock(y: © 74, tr(iy)
s Lock(rs, tr(iy)

if1<i<j
ifj<i<n’

Let the ideal adversary S output the following view at each
check-point j:

Vsyj = S]'(’L‘T;:p, (Pjyl, ey pj,n)),

where S; is the ideal adversary (for the underlying general
MPC protocol) that simulates the adversary’s Gt view Vaj.

We now analyze the distribution of the puzzles I:’” For
the range 1 <4 < j, the puzzle 15“- is by definition identi-
cally distributed to the puzzle that is outputted to player ¢
in the real execution of Protocol [3l Now take any j € [n],
and let D be any distinguisher whose run-time satisfies the
conditions in Definition [12] item [3] Recall that the players
are assumed to solve the time-lock puzzles using the optimal
algorithm. Hence, it follows from the security of the under-
lying time-lock puzzle scheme that for any ¢ in the range
j<t<nm,

‘Pr[[%f?d)zrl}——Pr[le%J)::I}‘grmgKﬁ)
Since we defined the outputs of S to be
41/57]‘ = SJ(Zﬁpa (FA)jyl’ RRE ] p],”))
for j € [n], it follows that

‘PI‘ [D(”f/s,j,%,j, .. .,Vnyj) = 1] — Pr [D(VAJ,VLJ‘,. ..
< negl(x)

Vi) = 1]|

as required. We conclude that Protocol [3] securely realizes
FTimed-Delay-mpc clocked by Aj.. [

A few remarks are in order. In Protocol 3] all the parties
can stop interacting as soon as all the puzzles are outputted.
When the locking algorithm Lock(d, t) has run-time that is
independent of the delay ¢, the run-time of Protocol [J]is also
independent of the delay parameters. (This is achievable us-
ing the [RSW96] time-lock construction, for example.) Al-
ternatively, using a single time-line puzzle in place of the
time-lock puzzles in Protocol [3| can improve efficiency, since
the time required to generate a time-line puzzle is dependent
only on the longest delay t,, whereas the time required to
generate n separate time-lock puzzles depends on the sum
of all the delays, t1 + - - + tn.

4.4 Time-line puzzles

We now introduce the more general, novel definition of
time-line puzzles, which can be useful for locking together
many data items with different delays for a single recipi-
ent, or for locking data for a group of people. In the lat-
ter case, it becomes a concern that computation speed will
vary between parties: indeed, the scheme will be unworkable
if some parties have orders of magnitude more computing
power than others, so some assumption is required on the
similarity of computing power among parties, such as the
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Relative-Delay Assumption of Section When a time-
line puzzle is given to a single recipient, then no additional
assumptions are required.

We remark that time-line puzzles could be used (instead
of a set of time-lock puzzles) to realize Protocol More
generally, we present this new notion because we believe
that time-line puzzles may be of independent interest as a
timed-release primitive.

In some ways, a time-line puzzle can be thought of as
a primitive that packages a sequence of time-lock puzzles
together into a unified system about which we can reason
and give security guarantees. However, time-line puzzles
can also provide concrete advantages over a collection of
time-lock puzzles. For example, when issuing many time-
lock puzzles to one recipient, the recipient has to run the
computation for all of the puzzles in parallel: that is, he
does O(m - t) computation where m is the number of data
items and t is the time-delay. If instead he gets a time-line
puzzle, he only has to run one puzzle’s worth of computation
in order to unlock all the data items: that is, he does only
O(t) computation, just like for a single time-lock puzzle.

DEFINITION 16  (TIME-LINE PUZZLES). A time-line puz-
zle scheme is a family of PPT algorithms

T = {(Lockym, TimeStep,,,, Unlocky,) }men

as follows:

o Lockm (1%, (d1,...,dm), (t1,...,tm)) takes parameters
K € N the security parameter, (di, ..., dm) € ({0,1}9)™
the data items to be locked, and (t1,...,tm) € N™ the
number of steps meeded to unlock each data item (re-
spectively), and outputs a puzzle

P=(z,(ts, . tm), (b1, ... bm),a)
€{0,1}" x N x ({0,1}"")™ x {0,1}"

where n,n’,n" = poly(k), and a can be thought of as
auxiliary information.

e TimeStep,, (1%, 2',a’) takes parameters € N the secu-
rity parameter, a bit-string *' € {0,1}", and auziliary
information a’, and outputs a bit-string x’' € {0, 1}".

e Unlocknm, (17, 2',b") takes parameters k € N the secu-
rity parameter, a bit-string ' € {0,1}", and auzil-
tary information b’ € {0, 1}”/, and outputs some data
d €{0,1}".

In terms of the “pointer chain” analogy above, solving a
time-line puzzle may be thought of as following a pointer
chain where not one but many keys are placed along the
chain, at different locations ¢1,...,¢m,. Each key x¢, in the
pointer chain depicted below enables the “unlocking” of the
locked data b;: for example, b; could be the encryption of
the i'" data item d; under the key z, .

Using similar notation to that defined for time-lock puz-
zles: for a time-line puzzle scheme T, let IterateTimeStepl
denote the following function:

IterateTimeStepZ(i7 z,a) =
TimeStep,, (TimeStep,,, (. .. (TimeStep,, (z, a),a) . ..

):a) .

i



Define CompleteUnIock;’i to be the following function:

CompleteUnIock;’i((x, ti,bi,a)) =
Unlock,, (IterateTimeStep,, (ti, x, ), b;),

that is, the function that should be used to unlock the "
piece of data locked by a time-line puzzle which was gener-
ated by Lock.,,. We now define correctness and security for
time-line puzzle schemes.

DEFINITION 17
T is correct if for all m = poly(k) and for all i € [m], it
holds that

Pr

(w,1,5,a) < Locky, (d,%)

where Kk is the security parameter, d = (di,...,dm), and
U= (t1,.. . tm).

Security for time-line puzzles involves more stringent re-
quirements than security for time-lock puzzles. We define
security in terms of two properties which must be satisfied:
timing and hiding. The timing property is very similar to
the security requirement for time-lock puzzles, and gives a
guarantee about the relative amounts of time required to
solve different time-lock puzzles. The hiding property en-
sures (informally speaking) that the ability to unlock any
given data item that is locked in a time-line puzzle does not
imply the ability to unlock any others. The security defi-
nition (Definition below) refers to the following security
experiment.

The experiment HidingExp 4 ()
1. A outputs m = poly(k) and data vectors Cf(),Czi €
({0,1}%)™ and a time-delay vector £ € N™.

2. The challenger samples (B1,...,8m) <+ {0,1}™,

computes the time-line puzzle (z,%b,a) =
Lockm (1%, ((dgy )15+, (dg,, )m), ©)s and sends
(z,a) to A.

3. A sends a query i € [m] to the challenger. The chal-
lenger responds by sending b; to A. This step may be
repeated up to m — 1 times. Let I denote the set of
queries made by A.

4. A outputs ¢’ € [m] and B’ € {0,1}.

5. The output of the experiment is 1 if ' ¢ I and 3/ = 3;/.
Otherwise, the output is 0.

DEFINITION 18  (SECURITY). Let

T = {(Lockm, TimeStep,,,, Unlocky,) } men

be a time-line puzzle scheme. T is secure if it satisfies the
following two properties.

o TIMING: For all m = poly(x) and d,d € ({0,1}*)™
and t = (t1,...,tm), if there exists an adversary A
that solves any one of the puzzles defined by the time-
line, that is,

Pr
P+ Lockyy, (d,t)

[A(P) = di] = ¢

(CORRECTNESS). A time-line puzzle scheme

[CompleteUnlockiT((w,ti,bi,a)) # di] < negl(k),
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for some non-negligible £ and some i € [m], then for

all j € [t;] and all ¥ € [t,,)™, there exists an adversary
A, 5 such that

Pr [A

P’ < Lockyy, (d’ ,t7)

(P") =d;] > 1—negl(r), and

3.t

Pr
P+ Lockym, (d,t)
P’ «Locky, (d,&)

| A(Lock, (d, ) = di] > 1 — negl().

[timea(P) > (t}/t:) - timeAj’t7 (P

e HIDING: For all PPT adversaries A, it holds that

Pr[HidingExp 4 (k) = 1] < 1/2 + negl(x).

In Appendix ??, we describe and prove the security of
two constructions of time-line puzzle schemes. One of these
schemes is based on a concrete assumption (specifically, on
the sequentiality of modular exponentiation, like the time-
lock puzzles of [RSW96]), whereas the other is based on the
existence of a “black-box” inherently-sequential hash func-
tion.
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